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Disclaimer:  PLEASE NOTE:  The APWG and its cooperating investigators, researchers, an d 

service providers have provided this study as a public service, based upon aggregated 

professional experience and personal opinion.  We offer no warranty as to the 

completeness, accuracy, or pertinence of these data and recommendations with respect 

to an y particular companyõs operations, or with respect to any particular form of criminal 

attack.  This report contains the research and opinions of the authors.  Please see the 

APWG web  site ð apwg.org  - for more information . 

 

http://www.apwg.org/
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Overview  

Phishing has always been attractive to criminals because it has low start -up costs and few 

barriers to entry.  But by mid -2009, phishing was dominated by one player as never 

before ñthe  òAvalancheó phishing operation.  This criminal entity  is one of the most 

sophisticated and damaging on the Internet, and perfected a mass-production system for 

deploy ing phishing sites and òcrimewareó ð malware designed specifically to automate 

identity theft and facilitate unauthorized transactions from consume r bank accounts.   

Avalanche was  responsible  for two -thirds (66%) of al l phishing attacks launched in the 

second half of 2009, and was responsible for the overall increase in phishing attacks 

recorded across the Internet.     

 

The statistics also show that phishing remain ed  highly localized in certain Internet 

namespaces, and that some anti -phishing measures had noticeable impacts.   While 

phishing remains a damaging phenomenon involving many millions of dollars in losses, the 

increasingly òconcentratedó nature of much phishing offers some opportunities for 

improved response and mitigation.  

 

This report seeks to understand such trends by quantifying the scope of the global phishing 

problem, especially by examining domain name usage and phishing site uptimes.  

Specifically, this new report examines all the phishing attacks detected in the second half 

of 2009 (ò2H2009ó, or July 1, 2009 through  December 31  2009).  The data was collected by 

the A nti -Phishing Working Group,  supplemented with data from several phishin g feeds and 

private sources.   The APWG phishing repository is the Internetõs most comprehensive 

archive of phishing and e -mail fraud activity. 1  We hope that bringing new trends  to light 

will lead to improved anti -phishing measures.  

 

Our major findings in clude:  

1. The Avalanche  phishing gang was responsible  for two -thirds of al l phishing 

attacks launched in 2 H2009.   (Page 5 ) Avalanche successfully  target ed  

vulnerable or non -responsive domain name registrars and registries.  However, 

Avalanche changed its ac tivities significantly in November 2009, and as of this 

writing has a different modus operandi  and greatly reduced scale.  (Page 9 ) 

2. In 2H2009, the average uptime of all phishing attacks continued to drop from 

previous periods.   (Page 11)  Some of th is improvement i s due to the attention 

that Avalanche phishing receive d from the response community.  The average 

uptime for Avalanche domains was less than half of that for non -Avalanche 

domains.  Unfortunately, non -Avalanche phish stayed up noticeably longer in 

2H2009 than they did in 1H2009.    

3. The amount of Internet domain names and numbers used for phishing has 

remained fairly steady  over the past two -and -one -half  years, a period in which 

the number of registered domain names in the world has grown.  (Page 15) 

                                   

 
1 This new report is a follow -up to our earlier studies of data stretching back to January 2007.  The 

previous studies are available at:  

1H2009: http://www.apwg.org/reports/APWG_Gl obalPhishingSurvey_1H2009.pdf   

2H2008:  http://www.apwg.org/reports/APWG_GlobalPhishingSurvey2H2008.pdf   

1H2008: http://www.apwg.org/reports/APWG_GlobalPhishingSurvey1H2008.pdf   

2007: http://www.antiphishing.org/reports/APWG_GlobalPhishingSurvey2007.pdf   

http://www.apwg.org/reports/APWG_GlobalPhishingSurvey_1H2009.pdf
http://www.apwg.org/reports/APWG_GlobalPhishingSurvey2H2008.pdf
http://www.apwg.org/reports/APWG_GlobalPhishingSurvey1H2008.pdf
http://www.antiphishing.org/reports/APWG_GlobalPhishingSurvey2007.pdf
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4. The great  majority of  phishing continue d to be  concentrated in certain 

namespaces --  just five top -level domains (TLDs) .   (Page 1 5) 

5. Phishers are not leveraging the  unique characteristics of internationalized 

domain names (IDNs) , and there are factors that may perp etuate this trend in 

the future.  (Page 19) 

6. Phishers continue to use subdomain services to host and manage phishing sites.   

Phishers use such services as often as they register domain names.  This activity  

shows phishers using services that cannot be taken  down by domain registrars 

or registry operators, in the hopes of  extending uptimes of attacks.  (Page 20) 

 

Basic Statistics  

Millions of phishing URLs were reported in 2 H2009, but the number of unique phishing 

attacks and domain names used to host them is much smaller. 2  The 2H2009 data set yields 

the following statistics:  

 There were at least 126,697 phishing attacks .  This is more than double the 55,698 

attacks we recorded in 1H2009.   An òattackó is defined as a phishing site that 

targets a specific brand or entity.  One domain name can host several discret e 

attacks against different banks, for example.  The increase in attacks was 

attributable to the Avalanche phishing gang.  

 The attacks occurred on 28,775 unique domain names .3  This is steadily down  from 

the 30,131 observed in 1H2009 and the 30,454 in 2H2008 .  During 2009, the number 

of registered domain names in the world grew from 179 million to 192 million. 4   

 In addition, phish were detected  on 2,031 unique IP addresses , rather than on 

domain names.  (For example: http://96.56.84.42/ClientHelp/ssl/index.htm.)  This is 

down significantly from the 3,563  in 1H2009 and the 2,809 in 2H2008. Phishing on 

IPv6 addresses remained negligible.   

 If unique domain names and unique IP addresses used for phishing are ad ded 

together, the amount of Internet names and numbers used for phishing has 

declined slightly over the past three  years.  

 Of the 28,775 phishing domains, we identified  6,372 that we believe were registered 

maliciously, by the phishers.  Of those, 4,141 (6 6%) were registered by Avalanche . 

Virtually all of the other 22 ,403 domains were hacked or compromised on 

                                   

 
2  This is due to several factors:  A) Some phishing involves customized attacks by incorporating 

unique numbers  in the URLs, often to track targeted victims, or to defeat spam filters.  A single 

phishing attack can therefore manifest as thousands of individual URLs , whil e leading to essentially 

one phishing site .  Counting all URLs would therefore inflate some phishing campaigns.  Our counting 

method de -duplicates in order to count unique attacks, and has remained consistent across this and 

our previous reports.   For an example of an apparently different tallying method, see page 4  at: 

http://apwg.org/reports/apwg_report_h1_2009.pdf  

B) Phishers often use one domain name to host simultaneous attacks against di fferent targets.  Some 

phishers place  several different phishing attacks on each domain name it registers.   

C) A phishing site may have multiple pages, each of which may be reported.  
3  òDomain namesó are defined as second-level domain names, plus third -level domain names if the 

relevant registry offers third -level registrations.  An example is the .CN (China) registry, which offers 

both second -level registrations and third -level registrations (in zones such as com.cn, gov.cn, zj.cn, 

etc.).   However, see  the òSubdomains Used for Phishingó section for commentary about how these 
figures may undercount the phishing activity in a TL  
4  As per our research, and VeriSign Industry Briefs: http://www.verisign.com/domain -name -

services/domain -information -center/industry -brief/index.html   

http://apwg.org/reports/apwg_report_h1_2009.pdf
http://www.verisign.com/domain-name-services/domain-information-center/industry-brief/index.html
http://www.verisign.com/domain-name-services/domain-information-center/industry-brief/index.html
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vulnerable Web hosting.  Malicious  registrations apparently took place in just 51 

TLDs.    

 Phishing remains highly concentrated in certain namespaces.  76% of the attacks 

occurred in just four TLDs: .COM, .EU, .NET, and .UK.  And 88% of the malicious 

domain registrations were made in just 5 TLDs: .BE, .COM, .EU, .NET, .EU, and .UK. 

 Only about 3. 6% of all domain names that were used for phishing contain a brand 

name or variation thereof .   (See òCompromised Domains vs. Malicious 

Registrationsó below.) 

 Only 1 2 of the 28,775 domain names we studied were IDNs.  See "Use of 

Internationalized Do main Namesó below for more details. 

 

 

Basic Statistics  

 

 2H2009 1H2009 2H2008 1H2008 
Phishing 

domain names 
28,775 30,131 30,454 26,678 

Attacks 126,697 55,698 56,959 47,324 

TLDs used 173 171 170 155 

IP-based phish 
(unique IPs) 

2,031 3,563 2,809 3,389 

Maliciously 
registered 
domains 

6,372 4,382 5,591 - 

IDN domains 12 13 10 52 

 

 
Each domain nameõs registrar of record was often not reported at the time of the phish.  In 

most registries, a domain name can have multiple òlifetimesó as the name is registered, is 

deleted or expires, and is then registered anew.  Obtaining acc urate registrar sponsorship  

data for a domain name requires either time -of-attack WHOIS data, or historical registry -

level data.  This data has not been collected in a comprehensive manner by the anti -

phishing community.   
 

 

Avalanche Attacks  

òAvalanche ó is the name given to the worldõs most prolific phishing gang, and to the 

infrastructure it uses to host phishing sites.  This criminal enterprise perfected a system for 

deploying mass -produced phishing sites, and for distributing malware that gives the gan g 

additional capabilities for theft .  Avalanche accounted for a n incredible two -thirds of all 

the phishing attacks seen during 2H2009 (84,250 out of 126,697).   During that time, it 

targeted  the more than  40 major financial institutions, online services, a nd job search 

providers.  The sheer volume of Avalanche attacks dominates some of our metrics, and 

makes it difficult or less useful to compare some metrics over time.  Avalanche also 

changed significantly in late 2009 , launching far fewer attacks.  Avalan che õs activit ies 

therefore deserve special examination . 
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There are indications that Avalanche is a successor to the òRock Phishó criminal operation , 

which  was very  prolific and successful from 2006 into the summer of 2008 , when its activities 

ceased .  The Rock was the first to bring significant scale and automation to phishing.  The 

Rock  registered domain names regularly and in large numbers, used fast -flux hosting  to  

support its phishing Web sites and extend their uptimes , and usually placed about six 

discrete phishing attacks on each domain name.   

 

Avalanche was first seen in December 2008 , and was responsible for 24% of the phishing 

attacks recorded in 1H2009.  Avalanche uses the Rockõs techniques but improved upon 

them, introducing greater volume and s ophistication.  Avalanche domains are hosted on 

a botnet comprised of compromised consumer -level computers. 5 This òfast-fluxó hosting 

makes mitigation efforts more difficult ð there is no ISP or hosting provider who has control 

of the hosting and can take the phishing pages down, and the domain name itself must be 

suspended by the domain registrar or registry.    

 

In 2H2009, a typical  Avalanche domain often  hosted  around 40 separate attacks at a 

time.  (So while the number of Avalanche attacks was enormous, Avalanche domains 

were  only about 14% of all domains used for phishing.)  If an Avalanche domain remain ed  

active over a long period of time, the gang sometimes placed new phish on that domain 

and advertise d the new target via spam.  

 

 
 

A typical Avalanche phishing lure e -mail . 

 

In addition, the criminals used the Avalanche infrastructure to distribute the notorious Zeus 

Trojan, a sophisticated piece of malware  that the criminals incorporated into its phishing 

and spamming campaigns .  Zeus is crimeware  ð mal ware designed specifically to 

                                   

 
5 For a description of the Avalanche botnet and the associated spamming  and malware , please 

see: http://www.phishlabs.com/blog/archives/163   

http://www.phishlabs.com/blog/archives/163
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automate identity theft and facilitate unauthorized transactions.  Potential victims are sent  

phishing -like lures that purport to offer  popular software upgrades, file sharing services, and 

downloadable forms from tax authorit ies (such as t he Internal Revenue Service in the 

United States, and Her Majestyõs Revenue & Customs service in the United Kingdom).  If a 

recipient takes this bait and his or her computer is infected , the criminals can remotely 

access that machine , steal the  personal information  stored on it , and intercept passwords 

and online transactions.   The criminals can even log into a victimõs machine to perform 

online banking transactions using the victimõs own account details.  This is difficult for the 

banks to d etect as fraud.  This  combination of phishing and malware, advertised by spam, 

became one of the  most insidious combinations on the Interne t. 

 

 

 
A page from an Avalanche phishing site.  Clicking on the òCreate Digital Certificateó 

button would d ownload t he Zeus trojan to the victimõs computer. 

 

 

An Avalanche attack campaign  utilizes a set of  domain names that appear almost 

identical each other ( such as  11f1iili.com, 11t1jtiil.com, 11t1kt1il.com, and 11t1kt1pl.com ). 

These domain name sets are therefore dis tinctive, and recognizable to those who are 

looking for them.   When setting up an attack, Avalanche registered domains at one  to 

three registrars or resellers.  The gang often target s a small number of other registrars, 

testing to see if those registrars notice.   If one registrar  starts to quickly  suspend the domains 

or implement s oth er security procedures , the criminals  simply move on to other vulnerable 

registrars.  One unresponsive or vulnerable registrar can become a gateway for ongoing 

abuse. ICANN is sued an alert about the Avalanche attacks on October 2, 2009 6, and this 

education made some registrars feel more comfortable about responding.   

                                   
 
6 http://www.icann.org/en/security/sa -2009-0002.htm   

http://www.icann.org/en/security/sa-2009-0002.htm
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Avalanche did the same with top -level domains, continually registering in TLDs where the 

domains were not take n down expeditiously enough . Avalanche used domains in 33 TLDs 

in 2H2009, but in 2009 much of its activity took place  in a few large TLDs, notably .BE, .COM, 

.EU, and .UK.   (For example, Avalanche registered 645 .EU names in 1H2009, and increased 

that to 1,044 .EU names in 2H2009.)  Domain takedowns in those hard -hit large TLDs 

depended mostly or entirely on the registrars.   

 

 
 

 

 
 



 Global Phishing Survey: Trends and Domain Name Use 2H2009  

May 2010  

An APWG Industry Advisory  
http://www.apwg.org  ǒ  info@apwg.org 

PMB 246, 405 Waltham Street, Lexington MA USA 02421  

9 

 

Other registries such as  .BIZ, .HK, .INFO, and .ORG  were almost untouched by Avalanche in 

2H2009, probably because they had previously mounted effective defenses and made 

themselves unappealing targets.  Those registries monitor for outbreaks and communicate 

them to their registrars, and are also willing to suspend domain names when a registrar is 

ineffective at doing so.  Some  other large, commonly available TLDs have not been used 

by Avalanche, for unknown reasons.  

 

We saw several registries and registrars around the world update their anti -abuse 

procedures because of voluminous Avalanche attacks.  For example, Nominet, the .U K 

registry, instituted outreach programs to registrars and now offers a new òphishing lockó 

status to make relevant domain suspensions easier for registrars.   

 

Several smaller registries also responded effectively to Avalanche attacks in 2H2009.  For 

exam ple, the Honduran (.HN) domain registry was alerted as attacks hosted on .HN 

domains ramped up in July 2009.  The registry worked with the affected registrar alertly until 

Avalanche moved away a week later.  The Isle of Man (.IM) registry also worked effec tively 

and is willing to suspended malicious registrations, and .IM has been touched by 

Avalanche only intermittently.  

 

Because they were so damaging, prevalent, and recognizable, Avalanche attacks 

receive d concentrated attention from the response communi ty.   During  an Avalanche 

campaign, it was not unusual for the target institutions, the relevant domain name 

registrar(s), a domain name registry, and other responders and service providers to all be  

aware of the campaign and working on mitigation at the sa me time.  As a result, 

Avalanche attacks had a much shorter average uptime than non -Avalanche phishing 

attacks, and community efforts partially neutralized the advantage of the fast - flux hosting.   

Despite this, the attacks were obviously profitable, and th ey continue d in volume.  

 

In mid -November 2009, members of the security community affected a temporary shut -

down of the Avalanche botnet infrastructure.  This lasted about a week before the 

criminals behind the attacks re -established their network.  After t his event , Avalancheõs 

activities changed significantly :  
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Avalanche domain registrations hit a high in December 2009, but by then Avalanche was 

hosting fewer and fewer attacks  overall .   By March 2010, Avalanche was hosting only one 

phishing attack on  each domain it registered, and attacks dwindled to just 59 in the month 

of April 2010 : 

 
Month Attacks Domains 

July 2009 12,793 498 

August 2009 16,372 603 

September 2009 18,633 656 

October 2009 26,411 924 

November 2009 7,089 523 

December 2009 2,952 959 

January 2010 1,654 839 

February 2010 1,784 532 

March 2010 133 133 

April 2010 59 59 

 

 

The old Rock Phish operation became quiescent in the summer of 2008, only to be re -born 

a few months later as the even worse Avalanche.   As of this writing, Avalan che has 

dwindled to a shadow of its former self.   Will Avalanche fade for good, or will it too  be 

reborn as something new?   

 

 

 

Phishing By Uptime  

The average uptime s of phishing attacks  has fallen steadily, and reached a notable low in 

2H2009.  This is a welcome trend attributable to mitigation efforts by the response 

community.   

 

The òuptimesó or òliveó times7 of phishing attacks are a vital measure of how damaging  

phishing attacks are , and are a measure of the success of mitigation efforts.  The longer  a  

phishin g attack remains active,  the more money the victims and target institutions lose,  

and the more money the phisher can make.  Long -lived phish can skew the averages 

since  some phishing sites may last weeks or even months , so medians  are also a useful 

barometer of overall mitigation efforts.  

 

 

                                   

 
7  The system used to track the uptimes automatically mo nitored the phishing sites, and monitoring 

began as soon as the system became aware of a phish via feeds or honeypots. Each phish was 

checked several times per hour to confirm its availability, and was not declared òdownó until it has 

stayed down  for at le ast one hour.  (This requirement was used because some phish, especially those 

hosted on botnets, may not resolve on every attempt but in general remain live.)  This estimate tends 

to under -count the òrealó uptime of a phishing site, since more than 10% of sites òre-activateó after 

one hour of being down.  However, our method is a consistent measure that allows direct 

comparison across incidents and should be fair for relative comparisons.  
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The overall trend is quite encouraging:  

 

 
 

 

 

ALL PHISH, ALL TLDs 
Average 

(HH:MM:SS) 
Median 

(HH:MM:SS) 

July 2009 43:53:24 13:49:19 

Aug 2009 35:50:53 14:31:35 

Sept 2009 30:06:14 12:07:14 

Oct 2009 16:59:37 8:18:35 

Nov 2009 34:57:35 11:46:49 

Dec 2009 42:42:41 13:05:25 
2H2009  31:38:00 11:44:15 

1H2009   39:11:00  13:15:32 
2H2008  52:01:58 14:43:15 
1H2008  49.30:00 19:30:00 

 

 

The median has fallen remarkably over the past two years, from 19 hours 30 minu tes in 

1H2008 to 11 hours 44 minutes in 2H2009.    Early 2008 was the heyday of the Rock Phish 

gang, which used a fast -flux botnet to extend the uptimes of its  phish.  Avalanche also 

used  fast -flux, but Avalanche phishing sites came  down much faster on aver age.  As noted 

previously, Avalanche attacks tend ed  to be mitigated more quickly, and in batches.   This 

points to some improved awareness and responsiveness by domain name registrars and 

registries, which are the parties that can suspend Avalancheõs domain names.   

 

Notably,  the average uptime for Avalanche domains was less than half of that for non -

Avalanche domains.  On the other hand, non -Avalanche phish stayed up noticeably 

longer in 2H2009 than they did in 1H2009:  



 Global Phishing Survey: Trends and Domain Name Use 2H2009  

May 2010  

An APWG Industry Advisory  
http://www.apwg.org  ǒ  info@apwg.org 

PMB 246, 405 Waltham Street, Lexington MA USA 02421  

12  

 

 
 Average Median 

Avalanche 2H2009 15:35:51 10:32:35 

Non-Avalanche 2H2009 63:27:46 17:49:01 

Non-Avalanche 1H2009 45:36:00 14:03:00 

 

This raises the possibility that responders concentrat ed their resources on Avalanche, and 

less on smaller phishers.  

 

The uptimes for all phishing attacks in 2 H2009, and for phish in some large TLDs, were as 

follows:  
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Uptimes: All Phish  

ALL PHISH 
2H2009 

Average 
(HH:MM:SS) 

Median 
(HH:MM:SS) 

ALL TLDs 31:38:00 11:44:15 

.COM 42:15:40 12:11:33 

.NET 24:58:25 13:12:35 

.ORG 46:39:50 14:26:16 

.INFO 23:51:09 9:23:14 

.BIZ 38:38:03 11:28:56 

.UK 15:41:22 10:55:04 

.CN 15:32:32 4:52:35 

.EU 15:59:18 10:55:38 

.RU 54:34:19 17:35:25 

.BE 15:11:00 10:15:08 

 
 

Uptimes: Avalanche Phish Only  

AVALANCHE 
ONLY 2H2009 

Average 
(HH:MM:SS) 

Median 
(HH:MM:SS) 

ALL TLDs 15:35:51 10:32:35 

.COM 31:16:11 9:56:20 

.NET 33:33:02 12:45:49 

.ORG 6:10:13 3:57:42 

.INFO  7:27:49 1:54:52 

.BIZ 5:54:23 3:49:59 

.UK 27:30:47 10:46:58 

.CN 23:57:27 4:31:17 

.EU 31:14:18 10:55:06 

.RU n/a n/a 

.BE 21:02:04 10:04:14 
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Uptimes: Non -Avalanc he Phish Only  

NON-
AVALANCHE 

2H2009 
Average 

(HH:MM:SS) 
Median 

(HH:MM:SS) 

ALL TLDs 63:27:46 17:49:03 

.COM 68:01:58 16:01:04 

.NET 57:25:30 17:50:39 

.ORG 47:58:05 15:23:57 

.INFO 26:47:04 9:59:32 

.BIZ 44:54:25 17:14:57 

.UK 47:44:12 18:39:37 

.CN 64:38:27 18:50:41 

.EU 56:36:46 22:39:52 

.RU 54:34:19 17:35:25 

.BE 36:54:44 20:25:49 

 

 

 

 

Prevalence of Phishing by Top -Level Domain (TLD)  

We analyzed the 28,775 phishing  domains to see how many fell into which TLDs.   The 

complete tables are presented in the Ap pendix .  We were able to obtain the domain 

count statistics for TLDs contain ing 99% of the phishing domains in our data set , and a total 

of 191,771,389 domain names overall. 8  

 

The great majority of  phishing continues to be  concentrated in  just a few name spaces.  

76% of all phishing  attacks occurred in just four  TLDs: .COM, .EU, .NET, and .UK: 

 

                                   
 
8  For the purposes of this study, we used the number of domain name s in each registry as of the end 

of November  2009.  Sources: ICANN.org (monthly registry reports), ccTLD registry operators.  
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To place the numbers in context and measure the prevalence of phishing in a TLD, we use 

the metrics òPhishing Domains per 10,000ó and òPhishing Attacks per 10,000.ó  òPhishing 

Domains per 10,000ó9 is a ratio of the number of domain names used for phishing in a TLD 

to the number of registered domain names in that TLD.  This metric is a way of revealing 

whether a TLD has a higher or lower incidence of phishing r elative to others.  

 

The metric òPhishing Attacks per 10,000ó is another useful measure of the pervasiveness of 

phishing in a namespace.  It especially highlights into what TLDs are predominantly used by 

phishers who use subdomain services, and where high -volume phishers place multiple 

phish on one domain.   

 

The complete tables are presented in the Appendix, including the scores and the number 

of phish in each TLD.  

Å The median domains -per -10,000 score was 2.9 , the same as  in 1H2009. 

Å The average domains -per -10,000 score of 7.2 was skewed by a few high -scoring 

TLDs.  

Å .COM, the worldõs largest and most ubiquitous TLD, had a domains -per -10,000 score 

of 1.6.  .COM contains 46% of the phishing domains in our data set, and 45% of the 

domains in the TLDs for which we have domains -in-registry statistics.  

 

We therefore suggest that domains -per -10,000 scores between .COMõs 1.6 and the median 

of 2.9 occupy the middle ground, with scores above 2.9 indicating TLDs with increasingly 

prevalent phishing.   

 

 

                                   
 
9  Score = (phishing domains / domains in TLD) x 10,000  
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Notes r egarding the statistics:  

Å A small number of phish can increase a small TLDõs score significantly, and these 

push up the studyõs median score.  The larger the TLD, the less a phish influences its 

score, and the largest TLDs tend to appear lower in the ran kings.  

Å A registryõs score can be increased by the action of just one busy phisher, or one 

vulnerable or inattentive registrar.   

Å For more background on factors that can affect a TLDõs score, please see òFactors 

Affecting Phishing Scoresó in our earlier studies. 

 

 

Top 10 Phishing TLDs by Domain Score  

 
Minimum 25 phishing domains and 30,000 domain names in registry  

 

  TLD 
TLD 

Location 

# Unique 
Phishing 
attacks 
2H2009 

Unique 
Domain 

Names used 
for phishing 

2H2009 

Domains 
in registry 
November 

2009 

Score: 
Phish per 

10,000 
domains 
2H2009 

Score: 
Attacks per 

10,000 
domains 
2H2009 

1 .th Thailand 117 60  48,111 12.5 24.3 

2 .kr Korea 1,278 580  1,061,187 5.5 12.0 

3 .ie Ireland 100 65  135,177 4.8 7.4 

4 .be Belgium 1,111 444  966,679 4.6 11.5 

5 .ro Romania 295 134  325,000 4.1 9.1 

6 .my Malaysia 45 36  89,798 4.0 5.0 

7 .eu 
European 
Union 28,793 1,234  3,140,216 3.9 91.7 

8 .ir Iran 68 43  144,865 3.0 4.7 

9 .pl Poland 1,329 470  1,638,550 2.9 8.1 

10 .mx Mexico 1,466 104  376,455 2.8 38.9 

 
 

Phishing in .TH (Thailand ) took  place  mostly  on compromised academic (AC.TH) and 

government (GO.TH) Web servers ð and even on a hacked military zone (MI.TH) Web site.  

Such institutional servers in Thailand  have been exploited repeatedly over the last two -and -

one -half years , highlighting the need for server operators everywhere to follow good 

software update practices and maintain effective intrusion detection.  

 

As previously noted, .EU and .BE domains were used frequently for Avalanche attacks. In 

contrast, phishing in .IE,  .KR, and .RO took place mostly on compromised domains.  

 

The ògenericó TLDs are open to  registrants across the world  without registration 

qualifications, while òsponsoredó TLDs have eligibility requirements.  All of them had 

average -to -below -average score s:   
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Phishing in gTLDs and sTLDs by Score  
 

TLD TLD Location 

# Unique 
Phishing 
attacks 
2H2009 

Unique 
Domain 

Names used 
for phishing 

2H2009 

Domains in 
registry 

November 
2009 

Score: 
Phish per 

10,000 
domains 
2H2009 

Score: 
Attacks 

per 10,000 
domains 
2H2009 

.net generic TLD 14,609 2,400  12,910,298 1.9 11.3 

.coop sponsored TLD 1 1  6,166 1.6 1.6 

.com generic TLD 39,355 13,351  85,715,975 1.6 4.6 

.org generic TLD 1,857 1,235  7,948,804 1.6 2.3 

.aero sponsored TLD 1 1  6,764 1.5 1.5 

.biz generic TLD 354 218  2,046,387 1.1 1.7 

.info generic TLD 771 573  5,402,824 1.1 1.4 

.cat sponsored TLD 5 3  39,219 0.8 1.3 

.name generic TLD 18 14  258,660 0.5 0.7 

.mobi sponsored TLD 122 51  947,015 0.5 1.3 

.asia sponsored TLD 11 8  219,384 0.4 0.5 

.jobs sponsored TLD 0 0  9,002 0.0 0.0 

.museum sponsored TLD 0 0  553 0.0 0.0 

.pro sponsored TLD 0 0  42,783 0.0 0.0 

.tel generic TLD 0 0  255,289 0.0 0.0 

.travel sponsored TLD 0 0  137,039 0.0 0.0 

 
 

Compromised Domains vs. Malicious Registrations  

We performed an  ana lysis of how many domain names were registered by phishers, versus 

phish that appeared on compromised (hacked) domains.  These different categories are 

important because they present different mitigation options for responders, and offer 

insights into how phishers commit their crimes.    We flagged a domain as malicious if it was 

reported for phishing within a very short time of being registered (this is an indicator that 

their sites were not compromised), and/or contained a brand nam e or misleading string,  

and/or was  registered in a batch  or in  a pattern  that indicated common ownership or 

intent.   

 

Of the 28,775 domains used for phishing , we identified 6,372 that we believe were 

registered by phishers.  Malicious registrations were concentrated in certain namespaces: 

88% of the m made in just 5 TLDs: .BE, .COM, .EU, .NET, .EU, and .UK.  This is partly because  

two -thirds of the maliciously registered domains  (4,151) were Avalanche attack domains .  

If Avalanche registrations are discarded, the number of malici ous domains was 2,221, up 

slightly from the  2,073 in 1H2009.   

 

The remaining 22,403 domains used for phishing were òcompromisedó or hacked domains.  

Phishing most often takes place on compromised Web servers, where the phishers place 

their phishing pages unbeknownst to the site operators. This method gains the phishers free 

hosting, and complicates take -down efforts because suspending a domain name or 
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hosting account also disables the resolution of the legitimate userõs site.  Less than 1% of 

the domains u sed for phishing were domains operated by subdomain resellers and sites  

that offer Web site hosting (such as ISPs, geocities.com, etc.).  

 

Of the maliciously registered domains, 1,0 63 contained a relevant brand name  or variation  

thereof ð often a misspelli ng. 10  This represents just 17% of maliciously registered domains, 

and just 3.6% of all domains that were used for phishing , a percentage unchanged from 

1H2009.    

 

Most maliciously registered domain  strings offered nothing to confuse a potential victim.   

Placing brand names or variations thereof in the domain name itself is not a favored tactic, 

since brand owners are proactively scanning Internet zone files for such names.  As we 

have observed in the past,  the domain name itself usually does not matter to phishers, and 

a hacked domain name of any meaning, in any TLD, will usually do.   Instead, phishers 

almost always place brand names in subdomains or subdirectories.  This puts the 

misleading string somewhere in the URL, where potential victims may see it an d be fooled. 

Internet users are rarely knowledgeable enough to be able to pick out the òbaseó or true 

domain name being used in a URL.  

 

Use of Internationalized Domain names (IDNs)  

An area of growing interest on the Internet is Internationalized Domain Nam es, or IDNs.  

And there has been interest in how IDNs might enable phishing.  Data continues to show 

that the unique characteristics of IDNs are not being used to facilitate phishing.   We believe 

that  this trend will continue.  

 

IDNs are domain names that contain one or more non -ASCII characters. Such domain 

names can contain letters with diacritical marks such as  ׅand ü, or characters  from non -

Latin scripts such as Arabic, Chinese, Cyrillic, or Hindi.  Over the past five  years, IDNs have 

been available at the second and third levels in many domain name registries, with the 

majority registered in Asia.  ICANN recen tly launched a program that will make IDN TLDs 

available to countries and territories, so that the entire domain name will be in non -Latin 

characters.   Hong Kong, Sri Lanka, Thailand, Qatar, and others have already had their IDN 

TLD applications evaluated . 

 

The IDN homograph attack is a means by which a malicious party seek s to deceive 

computer users by exploiting the fact that characters in different language scripts may be 

nearly (or wholly) indistinguishable.  The last true homograph attack we were able  to 

identify appeared on January 16 , 2009.  The domain name was  òxn--hotmal -t9a.net ó, 

which  appeared as òhotmaĕl.netó when rendered in a browser address bar .  Note that the 

lower -case òió has been replaced with a similar-looking substitute character  

 

We saw no homographic attacks in the second half of 2009.  Only 12 of the 28,764 domain 

names we studied were IDNs, and those 12 domains were all hacked  by phishers.   

 

                                   

 
10   Examples of domain names we counted as containing brand names included: 

emes boa onlinesupport.com , enrol -online -usb.com , faceb look nm.org , and free -steam -community -

games.tk  
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From January 1 , 2007 to December 31,  2009 only 97 IDNs were used for phishing.  The 

majority were  .HK domain names (non -homographic), apparently used by the Rock Phish 

gang early in 2008 , with  the rest being  compromised/hacked IDN domains owned by 

innocent parties.  

 

Given that IDNs have been widely available for years, why haven't phishers utiliz ed IDN 

homograph attacks more often?  

1. Phishers donõt need  to resort to such attacks.  As noted elsewhere in this report,  the 

domain name itself usually does not matter to a phisher.   

2. By default, some browser manufacturers show the punycode version of the d omain 

name (such as "xn --hotmal -t9a.net") in the address bar, instead of the native -

character version.  Users therefore cannot see a homographic attack.  

 

The new fast -track IDN TLD registries will generally be run by existing national ccTLD registry 

operat ors.  They therefore may not be more or less vulnerable to abuse than any other 

domain registry.  

 

Use of Subdomain Services for Phishing  

Phishers continue  making significant use of subdomain registration services to host phish ing 

Web sites .  Malicious use of these services remained steady in the second  half of 2009, and 

still accounts for the majority of phishing in some large TLDs .  In the second  half of 2009, 

subdomain services hosted 6,734 phish (versus 6,441 phish in the first half of 2009 and the 

6,339 phish we saw in the second half of 2008).  This is more than the number of maliciously 

registered domains  names purchased  by phishers at regular domain name registrars 

(6,372).  This continues to be a challenge , because only the subdomain providers 

themse lves can effectively mitigate these phish.11 Unfortunately,  some of these services are 

unresponsive to complaints.   

 

We define òsubdomain registration servicesó as providers that give customers subdomain 

òhosting accountsó beneath a domain name the provider owns.  These services offer users 

the ability to define a ònameó in their own DNS space for a variety of purposes.  Thus a 

customer will obtain a hostname to use for his/her own Web site and/or e -mail of the form:  

 

<customer_term>.<service_provider_sld> .TLD 

 

 
We have identified more than 560 subdomain registration providers, which offer services on 

more than  2,900 domain names.  This is a space as rich as the current òregulatedó domain 

space  ð each subdomain service is effectively its own òdomain registry.ó The subdomain 

services have many business models , and are unregulated .  It is not surprising to see 

criminals gravitating towards this space as registries and registrars in the gTLD and ccTLD 

spaces implement better anti -abuse policies and procedures.   We are seeing some 

                                   

 
11   Registrars or registry operators usually cannot mitigate these phish by suspending the main or 

òparentó domains ð doing so would neutralize every subdomai n hosted on the parent, thereby 

affecting many innocent users. If extensive abuse happens within a single domain, a registrar may still 

opt to suspend the domai n based on numerous complaints.  This has been observed on occasion, 

and could affect innocent p arties with other subdomains on that domain.  






























