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Dear Sir or Madam,

I am writing to provide industry commentary on your document “Putting an End to Account-Hijacking Identity Theft”, published on December 14, 2004.

The Anti-Phishing Working Group is an industry non-profit organization dedicated to understanding and eliminating email fraud and scams on the Internet.  The working group has over 1,100 members representing over 700 companies and government agencies.  Membership is restricted to qualified financial institutions, ISPs, technology vendors and law enforcement agencies.

We applaud the FDIC’s insight and efforts to address the issues of phishing, spyware (crimeware), and hacking, collectively termed “account hijacking”.  We believe that the FDIC plays a vital and guiding role in elevating awareness of these issues and potential technical and operational measures that can be taken to reduce the impact.

Our commentary on your report focuses on these key areas:

1. The problem statement.  We agree that phishing is a growing and visible form of fraud.  This type of social engineering does weaken the brand images of financial institutions, and exposes consumers to potential fraud.  We would recommend that the FDIC consider other vectors for account credential hijacking such as financial spyware (aka crimeware).  We would also caution the FDIC that statistics regarding fraud numbers related to online account hijacking are hard to come by.  We estimate that some 75 million to 150 million phishing emails are sent every day on the Internet.  However, spam filters and other technologies mean that the majority of these messages do not ever reach consumers.

I would add that it is not just about email and user account credentials. Attacks can, and are, coming in a variety of other flavors. Instant Messaging, exploited websites, P2P networks, and search engines are all being used to download and run key logging malcode and/or be directed to websites which may contain malcode or be fraudulent. Attackers are also not just interested in username and password access to bank accounts. Social security numbers, credit cards and other identity information are also being stolen.  For example, our members have seen a lot of adult entertainment websites that have banking keyloggers and use web browser vulnerabilities to install and run them.

2. Findings – two-factor authentication.  We do agree that stronger authentication might help reduce instances of consumer phishing and crimeware success.  However, there are a number of factors to consider:

a. Two-factor authentication may help in some cases, but is still susceptible to man-in-the-middle attacks, and will not reduce many social engineering scams that are designed to gather consumer information (eg. enter your 2-factor authentication data, then your personal information to a phish site.  The site now has your personal information, even if it cannot “hijack” your account. With those data, an enterprising phisher may be able to establish a new account or modify access privileges to an existing account.)

b. Mutual authentication is valuable.  Mutual authentication allows consumers to authenticate that the website they are visiting is indeed the financial institution it claims to be.

c. There isn’t broad agreement on which kind of two-factor and mutual authentication technologies are appropriate for consumer Internet transactions.  Interoperable solutions, potentially leveraging federated identity schemes, are desirable to avoid consumers having multiple tokens to manage.  Until we have more industry consensus about these issues, it may be premature to recommend this type of approach.  There are a number of promising commercially available solutions in this area.  We recommend more research and analysis in this area.

d. We acknowledge that email authentication is going to be an important tool in reducing phishing and other types of email-based fraud.  We recommend that financial institutions work proactively to publish email authentication records (specifically SPF or Sender-ID), and participate in trials and discussions regarding email signing standards (Domain Keys, Internet Identified Mail).

3. Findings – scanning and detection.  We wholeheartedly agree that financial institutions should be using best-available scanning and detection systems to detect attacks.  This includes detecting crimeware/spyware attacks.

4. Findings – consumer education.  This is a key element, and we applaud your discussion of it in your report.  The Anti-Phishing Working Group is collaborating with other groups to enable cost-effective consumer education with simple and consistent messages.  If we can ally our efforts with those of the FDIC, we would be pleased to do so.

5. Findings – information sharing.  We strongly agree that information sharing among industry participants will be critical to detecting, blocking and investigating today’s attacks and those of the future.  Current efforts have focused primarily on sharing data between financial institutions.  One very successful example of this is the FS-ISAC.  To block the wide variety of internet identity theft schemes, increased data sharing between financial institutions, Internet Service Providers, technology providers and law enforcement agencies should be explored.

I will end my remarks by noting that we are encouraged that efforts at law enforcement are starting to be effective, and a number of phishers and related criminals (eg. carders) have been investigated and arrested.

We thank the FDIC for your insightful analysis and commentary regarding Internet identity theft scams.  We appreciate the opportunity to provide commentary, and we hope you find it useful.

Warm regards,

David Jevans

Chairman, Anti-Phishing Working Group
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